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The new breed of attacks

Cyber Threats

Traditional infrastructure security
is no longer enough

Detecting breaches early &
reducing their impact

a
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What is an “Advanced Persistent Threat”?

Sophisticated
capabilities




APTs and cyber attacks are a real risk

PCWorl RSA SecurlD Hack Shows Danger of APTs
Mar 18, 2011

Second Defense Contractor L-3 ‘Actively
m I m E m Targeted’ With RSA SecurlD Hacks

May 31, 2011

m Insiders exploiting privileged accounts
likely behind Saudi Aramco attack

24 October 2012

11/ -y D 15 ¢-) 8 China fingered for Coca Cola hack - report
ﬂgﬁ,,g_:mm s 5t November 2012

Hucharest 1 d SRI: “Red October,” most powerful cyber-attack targeting

era Romania in the last 20 years
20 January 2013

http://www.pcworld.com/article/222555/rsa_securid_hack_shows danger_of apts.html

http://www.wired.com/threatlevel/2011/05/1-3/

http://www.infosecurity-magazine.com/view/28973/insiders-exploiting-privileged-accounts-likely-behind-saudi-aramco-attack-/

http://www.theregister.co.uk/2012/11/05/coca_cola_breach_china_hackers/

http://www.bucharestherald.ro/dailyevents/41-dailyevents/39733--sri-red-october-most-powerful-cyber-attack-targeting-romania-in-the-last-20-years
[
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Moving from “No” to “Know”

Traditional infrastructure security is no longer enough

Databases Servers

\
OgnpD
-

S Identity-Centric @
Privileged Secu rity

Web

Accounts Services

Infrastructure Security

Trojans Spam Worms Spyware

Security
of KNOW

KNOW User,
Access, Data,
Activity
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The stages of an APT attack

Stages of an Advanced Persistent Threat

Escalation o Continuous
Privileges Exploitation

Reconnaissance

= Continuous

|
= Research = “Spear Osgf ) export of
Phishing” [P sensitive data
- D . 8 vulnerability
om:a " . exploitation .
qgueries = Social = Affect service
Engineerin . . . availabilit
- Port 8 8 = Administrative v
ort scans access .
= Zero day = Covering of
= Vulnerability vulnerability S @O tracks
exploitation
>cans P new systems . Rootkits

7
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Traditional perimeter and infrastructure security
capabilities only address part of the problem!

) Escalation of Continuous
Reconnaissance . Y
Privileges Exploitation

Perimeter security

Server hardening

Capture and review server and device audit logs

Phishing protection

Copyright © 2014 CA. All rights reserved. No unauthorized copying or distribution permitted. tech



Content-aware identity & access management bolster an
APT defense!

Escalation of Continuous
Privileges Exploitation

Perimeter security Shared account management
Server hardening Least privilege access
Capture and review server and device audit logs

Log, audit & record privileged user activity 6

Reconnaissance

Externalized/
Phishing protection . 6 Virtualization securit "

Identity Management & Access Governance

6
7

Advanced authentication & fraud prevention

Employee education

technologies
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Individual administrators can access shared accounts

through password checkouts or automatic logins

Shared Account Management

Multiple Device Types

Shared dows/

. . Windows

. . PrIV|Ie-ged i UNIX/Linux
Individual Identity

Administrators N
o A E . Appliance
AN Anonymous Logins

Virtual Server

Application

Eg Database
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11



Individual administrators can access shared accounts

through password checkouts or automatic logins

Shared Account Management

Multiple Device Types

Shared - — ;
. o Windows
. . CA P"v"e,ged i UNIX/Linux
Individual ControlMinder™ Identity
Administrators o~ | . Network
- Password @ K E . Appliance
—(" ' ) Check-In \ . Automatic
L & | Passe:;z d . Logins ~ Virtual Server
4 Check-Out Storage —

____________________

Application
(V‘*
Manual Logins g Database
2
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e Do all your administrator’s privileges look the same?




Individuals accessing a shared account don’t have to

have the same privileges — make them job-specific!

Fine-Grained Controls

Outside Organization Resources
Contractor / QE. Shared
Partner . .
\ Privileged

Identity

Inside Organization

Password o
Admin E&

Auditor

Data

Systems

_ CA ControlMinder will grant
Admin

or deny access based on the
ORIGINAL User ID
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e When there’s a crowd behind a privileged identity, can

you tell who did what?

Log and Audit Privileged User Activity

__________________________________________

. Logs must capture |
all actions based on |
~ the original,
individual identity! |

__________________________________________

Shared
Account
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CA Session Recording: in Windows

This ‘diary” will list
every user session,

per server or per user acsivities :
ﬁmmmn Slide Viewer - Wndmslmmaplme. @@

Server Diary User Diary

ObSQrVQ [l Details & Training ()

3-1000 Microsoft Corp.

HOSTS file used by Microsoft TCP/IP for windows.

s the mappings of IP addresses to host names. Each
T on an individual Tine. The IP address should

f rst column fo bz he corresponding host name.
d the host name sh\:nnd e separated by at least one

nts (such as these) may be 1nserted on 1nd1v1dua1
Tlines or following thE machine name denoted by “#" symbol
For example:

102.54.94.97 rhina. acnie. com # source server
38.25.63.10 x.acme. # x client host

localhost

vermhens Clear indication of every app the

/ user ran, and each window or action
Video Replay of

everything the user _, Audit coverage includes:
did, starting at this * Cloud-based apps

exact point in time * System utilities
b : * Legacy Software

OITHostedDemo-S (Administrator, Monday, Q

Why was this
user editing the _ 250 (e |

‘hosts’ file??? ‘ Y @@

€D Internet | Protected Mode: On

fced TCR/IF Seftings  (2)

Just click the
replay icon to view
16 what happened!

TCRIIFP Address (2]
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CA Session Recording: in Linux

Activity View

Server c56-32-3 Print this information
Period Start Date End Date
o last 4  Years - o Oct + 10 - 2011 [8] Oct - 18 ~ 2011 [9
Filter by login/user  -All- h
Results: 1 -7 of 7 1
{€ ObservelT - Console Emulator - Windows Internet Explarer =] = =3
SBSSiDI'I Durati[]n LDgiI'I \g hitp://184.106.234.181:4884/ObservelT/UnixCommandsViewer.aspx?SessionlD=712251; 37-b7 158&DisplayOnAir=falsefistartFrom=295&lang=en |
observe it
[+ 9:50 AM - 9:51 AM dima He
?56—32—3‘.~$ , ils
= 9:04 AM - 9:05 AM brad fe e
innocentsecript : Is —-color=tty
s o)
[E Jinnocentseript ] PR e il §
3 : Is --color=tty

#

/bin/ls (6)
/binWhikdat is this script that

./innocentscript : Is --color=tty

: ./innocentscript

&

-rwxr-xr-x+ 1 brad brad 93 Aug 3 15:06 innocentscript b : mkdir testdir
©56-32-3:~§ more innocentscri
# /binmore the userran??? Sl NI T
i :idt:s::z;dir b : touch anotherfile
E /bin/rm :Z::: :::z;::;iie : touch samplefile
. . . od .. b : Is —-color=tty -ltr
= 9:05 AM rm -rf testdir  (5) | A — _ -
056-32-3:~§ exit ) : more innocentscript
Time Process Id rogout]
9:05 AM 11792 tadat
adata
9:05 AM 11792 ving
9:05 AM 11792
9:05 AM 11792
9:05 AM 11792 U

Ll [=] Block size (5)

Show Details @ @ @ @ [=) Block Speed (4)[#]

d Dene @ Intemet | Protected Mode: On %4 v RU5% -
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Securing virtual environments requires “the

fundamentals” as well as new capabilities

UNIX
Adminilster

Admintster
>0
)
%3 O
\V,
%3
%
®

windows
Administer

! -!
i ]
T L.qu,’x. ’

) virtwal switeh/
I_\/.S /VR D i Y/Eﬁﬁatﬁouter

|w : Hv DI i H—g‘PeNLSDY
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Adding unexpected elements to operating system
security can help detect even careful attackers

Externalized / Unexpected Security

Copyright © 2014 CA. All rights reserved. No unauthorized copying or distribution permitted.



e IMAG: Identity Cleanup

! LOGIN g i E LOGIN ;
4 _

AConstantin12 AC1415 edvAS016 ksjdASO1
HDalca01 HD3669 edvMNOO9 ksjdASO2
ASala01 AS1842 edvRF016 ksjdASO3
ASima02 AS4569 fdvACO037 ksjdRFO1
ASima04 AS6347 fdvHDOO7 ksrdtACO2
MNicolescu02 MN3362 fdvAS005 ksrdYLO3
NGabor06 NG2542 fdvASO11 uadbHDO1
RFunar03 RF7397 xdvNG0O35 uadbMNO2
YLupeiO3 YL3492 xdvYL024 uadbNGO03

Adam Sima |
Financial Controller |

DalcHi02
ConsAl10
FunaRa03
SalaAd02
SimaAdO03
SimaAdoO4

NicoMo0O1
LupeYa03
GaboNi0O8
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G IMAG: Access Certification

Financial S e Procuremen
Controller t Officer




G IMAG: Provisioning

" Financial — : ‘Procuremen
Manager Controller sl Gl t Officer

Joiners Movers Leavers




GovernanceMinder

Home Certifications

Certifications
;‘ l”‘“ :A["‘. E:-l‘."r .'I'

Financlal Compliance 2011 o

5 Days Remaining 72 /o
Technology Budget Compliance 2011 o
6 Days Remaining 59 /O
Big Big Campaign 2011 o
12 Days Remaining 49 /°
SOX Certification 2011
14 Days Remaining

36%

see all

Buisness Policy Rules

134

Buisness Policy 1

Violations . .
Buisnass Policy 2

m m Bulshess Policy 3
Hiah Med Low Buisness Policy 4

Bulsness Policy 5

41%

Buisness Policy 6
Users (116)

see all

Complete

Business Policy Rules

teams Complete/Pending

B

Bl =
lations

266 »

115 g

209 »

188 "

209 "

»

188

Reports

Total
324 Total
1231 Total

992 Total

364 Total

Buisness Policy Rules

632

Users

58

Roles

799

Resources

Violations

12%
16%
44%
28%

16

18
44%

7.4

SAP

Upcoming Certifications

yertification / Stant # Tasks

Certification #1 1202 25
S s 4/1/201%

Certification #2 11,123 124
Manual Start

Certification #3 5638 92
slarls 8/20/2012

Certification #4 938 151
Manual Start

see all

Users are NOT assigned to a Role or Resource
Of users are NOT assigned to a Role

Of users are NOT Certitied within 90 Days

Of users have at least 1 Violation

Roles have no users
Roles have violations

Of users are not Certified
Average users per role

Has not been certified in 6 months
Sharepoint is due for cartification

24
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GovernanceMinder

Home

Certification

Cerntification / Days Due / Status

=1

Financial Compliance 2011
5 Days Overdue
Active

Certiications

Financial Compliance 2011
7 Days Overdue

Financial Compliance 2011

12 Days Bemaining

See al|

Recent Certification

PCI Certification

Completed 0217112

PCI Certification
Completed 021712

PCI Certification

Completed 02/17/12

PCI Certification

Completed 02/17/12

25

Copyright © 2014 CA

Print Repo

Print Repo

Print Reponrt

Print Bepo

Items Complete/Pending

Top Users In Violation

User / Title

Beckett, Josh

Sr. Analyst

Pedroia, Dustin
Payroll Specialist

Drew, JD
Finance Administrator

See all

. All rights reserved. No unauthorized copying or distribution permitted.

115

Total

268 Total

573 Total

931 Total

High

Violations

2

Violations

Medium

Notices

You have 6 cedifications

You have 91 it

that are overdue

You have a New Cerlihicatior

added in the |3

G

technologie:
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GovernanceMinder

Cenrtifications > SOX Certification

75%

Complete

214

Warmings

163

Days Remaining

08/12/2012
Views
User 17
Entitlement 1224
Warning 103

Questions? Contact Us.

26

Sox Certification

Select A

Drew, JD
117 Entitlements

Elisbury, Jacoby
22 Entitlements

Gelli de Belen, Annabella

117 Entitlements

Lackey, John
17 Entitlements

Ortiz, David
7 Entitlements

Elisbury, Jacoby
24 Entitlements

Drew, JD
2 Entitlements

Gelli de Belen
14 Entitlements

Lackey, John
3 Entitlements

Ellsbury, Jacoby
33 Entitlements

Sont v

22 Warnings

1 Warnings

15 Warnings

11 Warnings

19 Warnings

1 Warnings

5 Warnings

Drew, JD
sopon
Lsage
Payroll
Role

2 Comments, 1Al

Microsoft Excel
Role
2 Comments, 1Al

Billing ariification Path
Role
2 Comments, 1 Al O

Bales
Payroll Laurie
Role

2 Comments, 1 AUGERMENRT T Consunation
Finance

Role

2 Comments, 1 Attachment, 1 Consultation

Billing

Role

2 Comments, 1 Attachment, 1 Consultation
Payroll

Role

Copyright © 2014 CA. All rights reserved. No unauthorized copying or distribution permitted.
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Brown, Sharing With
Dexter Davis, Brown

Iwamings

3 Wamings

3 Wamings
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0 Advanced authentication & fraud detection

B )

50

.70

Untrusted

(TOTP)

047508
)

£} Settings £+ Settings

2
Accounts

0 100

OTP can be delivered by SMS, voice or email

Layer 2

Strong / Appropriate Authentication

technologies

Invisible Risk-Based Authentication




IAM Forrester Wave Q3 2013

Strong

Current
offering

Weak

34

Risky

Strong

Bets Contenders Performers Leaders
Pinglden '_ :
Courion () _. The Forrester Wave™:
Avelsa Identity & Access Management
Suites, Q3 2013
SecureAuth () Andras Cser and Eve Maler,

Market presence

2010 C) C Full vendor participation

°@ (o) (fj {3\‘ Incomplete vendor participation

-

September 4, 2013

Weak

Strategy = Strong
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Industry Awards for CA Security Solutions

MAGAZINE "mommmm

AWARDS INFORMATION

MANAGEMENT
( EW AWARDS

CA IdentityMinder™ — Best Governance,
Best Identity Management Risk, & Compliance Solution,
Solution of 2012, 2013 2012*

*|dentityMinder, GovernanceMinder™

| Computi ng'
Security

Identity Access Best IAM
Management/Single Solution of 2012
Sign-on Software — 2012
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http://www.computing-security.co.uk/

Thank You

Shirief Nosseir
Security Business Lead — Eastern & Africa

Shirief.Nosseir@ca.com

': ] @cainc

hnologi ) w Slideshare.net/CAinc
technologles M linkedin.com/company/ca-technologies
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