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Some of our security credentials 
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Brave New World: Transform Backend Silos Into APIs 
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Enabling Developers To Find & Use Your Services 

1

Layer 7 API Developer Portal 

Layer 7 API Gateway 

> Runtime > 

Mobile Developers 

< Design Time < 

Mobile / IoT  Apps 



© 2013 CA. All rights reserved. 

11 © 2014 CA. All rights reserved. 

Decentralized National Healthcare  

Results:  

• Reduce costs  

• Improve quality 

of healthcare  

• Protect patient 

record privacy 

 Problem: the government needed to reduce healthcare admin & 

overhead costs 

 Solution: decentralized solution that securely pulls patient 

information from healthcare providers nationwide, and 

assembles them to create a complete patient record on demand 
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Telco: Publishing Telecom APIs 

 Problem: publicly exposing Telecom APIs presents some unique challenges 

around how they get packaged, secured and managed for easy consumption 

 Solution: policy-based controls allowed defining the identity and security for 

their APIs; track usage; monitor interface health; and update APIs without 

breaking client applications 

 

 

 

 

 

 

 

 Results: an agile IT platform on which to develop new offerings faster and at 

less cost by reusing/recomposing existing services 
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Advanced authentication & fraud detection 
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Advanced authentication & fraud detection 
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CA Advanced Authentication endorsements 
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“SiŶĐe the iŶǀeŶtioŶ of puďliĐ key Đryptography 25 years ago, 
people have been struggling to secure the private key 

without the assistance of hardware. 

Arcot’s innovative Cryptographic Camouflage* has solved this 

problem. Finally there is a cost-effective and convenient 

means to strongly authenticate users and transactions over 

the internet without the need for cumbersome hardware.͟  
* patent 7,170,058 

Dr. Martin E.Hellman 

Professor Emeritus 

Stanford University 

Inventor of PKI 

Dr. Taher Elgamal 

PhD – Stanford 

Inventor of SSL while 

at Netscape 

“Perhaps oŶe of the ǁeakest liŶks iŶ aĐĐessiŶg iŵportaŶt 
internet assets is a strong tie between the user and the areas 

they have the right to access. The use of a simple user name-

password mechanism is truly a weak link. 

What is unique about Arcot’s approach is that it is both 

strong and people friendly..͟  
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CA AuthMinder – Flexibility  

Authentication Methods 

Authentication Interfaces 

OpenID SAML 
Challenge/ 
Response 

RADIUS 
Custom 

Response 

LDAP 
Mainframe 

Other Proprietary 
Q&A OATH 

OTP- 
SMS, 
Email 

CAP/ 
DPA 

Callout 

• Notifications, 

• Alerts, Reports 

SiteMinder  
and other WAMS 

ArcotID 
OTP 

ArcotID 
PKI 

ID 
Proof 

• Policy Server 

• Business Rules 

• Config 
AuthN Engine 



© 2013 CA. All rights reserved. 

20 © 2014 CA. All rights reserved. 

Optimized Customer Experience – A key Differentiator 
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